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® Multitude of parallel networks
® Optimized for different use cases and applications
B A Application-tailored networks

® Application-tailored networks with various
B Architectures
® Communication paradigms (content-c e nt r i c , DTNs, é&)
W Properties (e.g., high/ 1l ow data r at
® Examples:

® File sharing/media streaming networks
B Wireless sensor actuator networks

A What does this mean for the user’s end node?
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FI Scenario i Node Structure
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FI Scenario I Enabling Technologies -\\J(IT

® Network virtualization ® Protocol Composition
W Easy deployment of networks ® Creation of application-tailored
® Parallel operation of networks on protocols using Building Blocks
top of existing networks B Simplifies implementation of
network protocols

® Node Architecture [1]

® Framework for operating different network architectures and protocols
concurrently on a node

B Requirement-based application interface for flexibility and extensibility

[1] L. Volker, D. Martin, I. El Khayat, C. Werle, M. Zitterbart: A Node Architecture for 1000 Future
Networks |,
Proc. Of the International Workshop on the Network of the Future 2009, Dresden, Germanysad Y e matik Fakultit fiir Informatik
2009. ’
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@ Resource management
® Protocols and architectures consume processing, storage, and network resources
® Protocols in different architectures can compete for the same resource
A Controlled provisioning of resources

® Protocol and architecture management
W Dynamics (network/ node failures, | oad,
B E.g., available data rate, packet loss rate, delay
® Detection of anomalies in network protocols and architectures
® E.g., Node/Network failures, attacks

W Adaptation of protocol parameters

® E.g., Compensation of network properties, optimization of communication,
Countermeasures on anomaly detection

® Amount of different protocols and architectures renders manual management
infeasible

A Node management system
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® EXxisting approaches

® SILO
® Management and optimization interface:

" ANA
® Grouping of Building Blocks into Compartments, aggregation of information

® In-Network Management (4WARD)
® Co-Design,Co-Locat i omanaiged fenti ti eso)

® Our approach for node management
® Management of local resources
W Adaptation of protocol parameters
B Across a multitude of concurrent network architectures
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Node Management i Goals and Scope

B Flexible and extensible management system

® Addition/Maodification of network architectures and protocols at runtime
® Previously unknown properties
® Previously unknown communication paradigms
A Architecture and protocol specific management

® Management tasks
® Monitoring
B Resource management
® Adaptation
® Anomaly detection
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Node
Architecture é Architecture
Protocol é Protocol Protocol é Protocol

® Hierarchical structure allows

B Minimization of

global knowledge

® Detailed knowledge only where needed/available
® Sharing of information
B Addition/modification of management components
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Node Management i Structure -\\J(IT

D Node

A

Architecture D é D Architecture

D Protocol é Protocol D D Protocol é Protocol D

® Hierarchy

® Protocol Management: Knowledge about protocol details, integrated into
each managed protocol

B Architecture Management: Knowledge about architectural details,
implemented in each network architecture

® Node Management: Coarse-grained knowledge about the entire node,
integrated into the node architecture framework
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Node Management i Information Aggregation -\-\J(IT

D Node

A

Architecture D é D Architecture

D Protocol é Protocol D D Protocol é Protocol D

® Aggregation
® Protocol Management level
® Collection and aggregation of Information about individual data flows
® Architecture Management level
® Collection and aggregation of information about all protocols in the architecture
® Node Management level
® Collection and aggregation of information about all architectures on the node

Management
Informatio
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Node Management i Aggregation Example
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® Anomaly/Attack Detection

12

DoS Attack on a node across multiple network architectures
Traffic seems normal in every affected protocol
Traffic seems normal in each affected architecture

Abnormal traffic is detected in the Node Management due to aggregated
information
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Node

A

Architecture D é D Architecture

Protocol é Protocol D D Protocol é Protocol
B Delegation

® Node Management level
B Management task must be performed (e.g., based on a local policy)
B Task is passed to corresponding architecture
® Architecture Management level
B Task can be performed in a specific protocol
B Task is refined and passed to the protocol
® Protocol Management level
B Task is performed

Management

Management
Informatio
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Node Management i Delegation Example

@j Node

Management
Informatio

Architecture

| -od

Architecture

AT

Karlsruhe Institute of Technology

Management

D Protocol é Protocol D D Protocol

é Protocol-© i@

® Energy management

W Laptopods

(dat a

14

rat es,

power cord
Node Management starts enforcing a policy to save energy

Node Management delegates a energy saving task to Architecture Management
Architecture Management components notify Protocol Management

Protocol Management components change protocol parameters to conserve energy
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Node Management T Implementation
Application 1

® Node Architecture

® Netlets as protocol
containers
® Protocols are
composed using

Building Blocks
(offline)

® [nstantiation and
execution of
composed protocols
as Netlets
® Different architectures
implemented as sets
of Netlets
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Node Management T Implementation

® Implementation of the
Management System

® Node Management

® Management
component in the
Node Architecture
framework

® Architecture
Management
W Separate

Management Netlet -

in each architecture

® Protocol Management

W Specialized Building
Blocks/components
in each Netlet
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